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May Tip – Suspicious User’s  

  
Based on a tip provided by Rich Loeber to search400.com 
 
 
Rich Loeber gives the example of a department head coming to him regarding an employee’s misuse of the 
phone system.  Rich states that most phone systems, upon entering the employee’s phone number, can 
return a detailed listing of phone calls made/received. 
 
After a bit of research, Rich found that OS/400 has some pretty powerful user auditing tools. Here is 
how to create an audit log for an individual user using the OS/400 audit journaling command. 
 
Please note that the IBM reference for the below listed commands are attached. 
 

1. Start Security Audit Journaling – use the command CHGSECAUD QAUDCTL(*OBJAUD 
*NOQTEMP *AUDLVL) QAUDLVL(*ALL) 

2. Start Auditing Suspicious User(s) – enter the command CHGUSRAUD USRPRF(USERNAME) 
OBJAUD(*ALL) AUDLVL(*CREATE *DELETE) 

3. Specify user audit tracking for the group of objects you want tracked - Do this with the 
CHGOBJAUD command for regular os/400 objects or the CHGDLOAUD for IFS objects. 

4. View the activity - via the command DSPJRN JRN(QAUDJRN) 
 
That is all there is to it!!!! 

If you submit a tip to tips@drewcorp.com, and it is selected for a TIP of the month, I may buy you a cup of coffee!!!!  Please send 
comments of the types of tips you would like to see to Andy_Johnson@drewcorp.com . 
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